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30 November 2015

To:  The Chair and Members of the Audit and 
Assurance Committee

Agenda
AUDIT AND ASSURANCE COMMITTEE

A meeting of the Audit and Assurance Committee will be held as follows: 

Date: Tuesday 8 December 2015
Time: 10.30 am
Place: Committee Room 2, The Courts, Carlisle, CA3 8NA

Dawn Roberts
Assistant Director – Corporate Governance

Enquiries and requests for supporting papers to:  Nicola Harrison
Direct Line: 01228 226906
Email: nicola.harrison@cumbria.gov.uk

This agenda is available on request in alternative formats

Serving the People of Cumbria
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MEMBERSHIP

Labour (3) Conservative (2) Liberal Democrat (2)

Mr TJ Knowles (Chair)
Ms C McCarron-Holmes
Mr H Wormstrup

Mr NH Marriner (Vice-Chair)
Mr LN Fisher

Mr SB Collins
Mr GD Cook

ACCESS TO INFORMATION

Agenda and Reports

Copies of the agenda and Part I reports are available for members of the public to inspect 
prior to the meeting.  Copies will also be available at the meeting.

The agenda and Part I reports are also available on the County Council’s website – 
http://councilportal.cumbria.gov.uk/ieListMeetings.aspx?CId=124&Year=0 

Background Papers

Requests for the background papers to the Part I reports, excluding those papers that 
contain exempt information, can be made to the Legal and Democratic Services Unit at the 
address overleaf between the hours of 9.00 am and 4.30 pm, Monday to Friday.

http://councilportal.cumbria.gov.uk/ieListMeetings.aspx?CId=124&Year=0
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A G E N D A

PART 1: ITEMS LIKELY TO BE CONSIDERED IN THE PRESENCE OF THE PRESS 
AND PUBLIC

6  RISK MANAGEMENT QUARTER 2

To receive a report from the Chief Executive 
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 8 December 2015 

From: Chief Executive  

2015/16 QUARTER 2 CORPORATE RISK REGISTER 

1.0 EXECUTIVE SUMMARY 

1.1 The purpose of this report is to provide members with a progress 
update on the 2015-16 corporate risk register for the quarter to 30th 
September 2015 and to present an overview of both risks and 
opportunities for each of the Council priorities.

1.2 Appendix 1 contains a summary risk profile for the refreshed corporate 
risks at September 2015, including risk ratings (likelihood and impact). 
Appendix 2 contains a more detailed register of risks including target 
risk ratings for 2015/16, and mitigating actions designed to manage or 
tolerate risk. An updated profile of risk trends is attached in Appendix 
3. 

1.3 This report also provides a summary overview of both risks and 
opportunities for each of the Council priorities in Appendix 4 as well as 
an updated Risk Management Improvement Plan in Appendix 5.

1.4 All of the corporate risks and opportunities have been reviewed and 
approved by the Corporate Governance Group, Corporate Management 
Team, Directorate Management Teams and individual risk owners.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The Council Plan sets the context for Service Plans and Area Plans, each 
ensuring the delivery of the council’s eight priorities:

i. To safeguard children, and ensure that Cumbria is a great place to be 
a child and grow up 

ii. To enable communities  to live safely and shape services locally 

iii. To promote health & wellbeing and tackle poverty

iv. To protect and enhance Cumbria’s world class environment
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v. To provide a well maintained highways and transport network and 
maximise new investment

vi. To promote sustainable economic growth and create jobs

vii. To support older and vulnerable people to live independently and 
healthy lives 

viii. To be a modern and efficient council

Each of the council’s 16 service plans will set out how services will 
contribute to the delivery of Council priorities, together with other statutory 
responsibilities. These plans will also include the identified risks that require 
to be managed to ensure the delivery of service and council priorities and 
have the potential to escalate to the Corporate Risk Register.

2.2 In order to effectively deliver these priorities, the Council is required to have 
good systems of corporate governance and internal control in place, 
including robust risk, performance, financial, and other operational 
management processes and procedures. 

2.3 There is a need to routinely review all Strategic level risks to ensure their 
ongoing relevance to the needs of the Council. This is an integral part of the 
Risk Management Policy. 

3.0 RECOMMENDATION

3.1 Members are asked to note the content of the report, and agree that it 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

3.2 Members are asked to identify other areas of risk for further detailed 
examination at future Audit & Assurance Committee meetings.  

ADVICE OF CHIEF EXECUTIVE   

4.0 BACKGROUND – GENERAL RISK MANAGEMENT 
ARRANGEMENTS 

4.1 A further restructure of the Performance and Risk Management functions 
across the Council commenced in October ’15 to respond to customer and 
business need and to contribute to further savings targets in 2015/16. The 
Risk Management function will remain within the Corporate Governance Unit 
in the Chief Executive’s Directorate.  

4.2 We participated in the CIPFA Risk Management benchmarking self-
assessment again this year in September 2015, the purpose of which is to:

- Assess the County Council against a recognised national risk 
management standard 
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- Measure the Council’s level of risk management maturity on a year to  
year basis

- Track any changes in performance from the previous year 
(improvements and weaknesses)  

- Identify areas that require further improvement which will then inform the 
annual Risk Management Improvement Plan

- Access best practice advice from fellow practitioners

1.2 The benchmarking questionnaire is aligned to the ALARM national Risk 
Management Performance Model and allow us to self-assess in the  
following areas of Risk Management:

 Leadership and management
 Policy and strategy
 People
 Partnerships and resources
 Processes
 Risk handling and assurance
 Outcomes and delivery

4.3 In all key areas there has been an incremental improvement in scores 
compared to last year, demonstrating ongoing improvements in Leadership 
and Management, documentation, training, process management and risk 
management handling and assurance. 

4.4 This self-assessment method enables the identification of priority areas for 
further improvement during 2015/16, and these are detailed in the Risk 
Management Improvement Plan in Appendix 5.           

4.3 Current Corporate Risk Register Quarter 2 2015-16
4.5 Summary of the Corporate Risk Register (Appendices 1 and 2)

4.5.1 Current Position

There are currently 15 risks on the Quarter 2 corporate risk register; 9 high 
and 6 medium risks:

High scoring risks:
1. P12 – A higher number of children looked after than in comparator

          Authorities
2. C17 - Reshaping the Council 
3. C1   - Non delivery of Medium Term Financial Plan savings
4. P1   - Market failure - loss of continuity of care
5. C12 - Failure to deliver Improvement Notice 
6. C3   - Serious failure in Children’s Services safeguarding procedures
7. P3   - Poor performance of the Waste Management contract
8. C13 - Inadequate Information Governance
9. C18 - Health & Social Care Integration 
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Medium scoring risks;
10.C6   - Industrial & employee relations problems 
11.C20 - Litigation Risk 
12.C7   - Serious failure in protecting adults with care and support needs

          from the experience of risk of abuse or neglect
13.C19 - Standards in secondary schools 
14.C21 - Threat of terrorism and radicalisation
15.P2   - Non delivery of Connecting Cumbria – Phase 1

4.5.2 Summary of Key Risk Changes since Quarter 2 - 2015/16

4.5.2.1 New Risks
No new risks have been identified during the last quarter. 

Regarding the recent issues highlighted in a Care Quality Commission 
(CQC) inspection report on Greengarth residential care home, consideration 
has been given to the findings and whether there is a risk that needs to be 
included in the corporate risk register. 

The County Council does not believe the issues at Greengarth to be 
systemic and indeed there have been very positive CQC Inspections in 
recent months in other Cumbria Care settings. Planned internal audit work 
will continue and risks will be kept under review.

4.5.2.2 Rescored Risks
The risk scores for all Corporate Risks have remained the same during the 
last quarter.  

4.5.2.3 New Emerging Risks, Opportunities & Horizon Scanning  
Although negotiations with Government on a potential devolution deal for 
Cumbria are not expected to be concluded before the December 2015 Audit 
and Assurance Committee meeting, at this stage the following are emerging 
risks and opportunities for the County Council in relation to the ‘Deal’. These 
will require a clearer and more refined definition to be developed and 
considered by the Committee once there is a settled outcome, including the 
consequences of risks and opportunities.

Risks: there are 3 areas of risk emerging, namely; the Council as 
accountable body for some of the funding streams that could be 
incorporated into the ‘Deal’, the Council’s capacity to deliver on 
commitments in the ‘Deal’, and future governance arrangements that may 
affect the Council.

 Accountable body status – the emerging risk is due to the 
responsibility (and the extent of it once this is defined) from the 
anticipated high value of any single funding pot for the ‘Deal’.

 Capacity to deliver – the emerging risk is due to currently unidentified 
resource requirement to support implementation of the ‘deal’, 
including changes to governance arrangements.

 Governance arrangements – the emerging risk is due to the new roles 
and responsibilities of the proposed Mayor, the Cumbria combined 
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authority for delivery of the ‘Deal’, and potential changes to the role of 
the Police and Crime Commissioner.

Opportunities: to maximise the benefits of increased local decision making, 
greater security of funding streams over a longer timeframe, devolution of 
power, and support for the achievement of Council priorities such as 
implementation of large infrastructure projects and health and social care 

Previous emerging risks
Emerging risks are reviewed and reconsidered as part of the Service 
Planning process. There were six emerging risks that resulted from this 
review, and these continue to be monitored over 2015/16 in terms of 
relevance and timing.

Corporate Priority Emerging risks 
Priority 5.
To provide a well maintained 
highways and transport 
network and maximise new 
investment.

Increasing number of Highways Claims

Non delivery of Connecting Cumbria – Phase 2
- Following a presentation to Members of 

the Audit and Assurance Committee in 
September 2015 (by the AD Capital 
Programme & Property), this risk will be 
monitored at service level rather than 
escalated to the corporate risk register.

Priority 6.
To promote sustainable 
economic growth and create 
jobs

Inability of one or more Local Authorities in 
Cumbria to deliver statutory services due to 
budgetary constraints 
The Care Act Priority 7.

To support older and 
vulnerable people to live 
independent and healthy lives

Abolition of the Independent Living Fund 

Priority 8.
To be a modern and efficient 
council

On call firefighters modified pension scheme 

4.6 Summary of risk trends (Appendix 3)

4.6.1 Appendix 3 illustrates a profile of risk ratings from 2012/13 through to 
Quarter 2 2015/16. Over this period new risks have appeared, risks have 
changed in score or have been closed down. For those risks that have 
retained a consistent definition over the period it is clear that the majority of 
risk ratings have either remained stable or have increased. It should be 
noted however that maintaining a steady risk rating over time is not 
necessarily an indicator of weak risk management and on the contrary it may 
be an indication that risks are being tolerated.

4.6.2 In summary, there are 13 risks that have remained on the register for the last 
12 month period. 
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4.6.3 Comparing the current Quarter 2 2015/16 risk scores to the previous Quarter 
2 2014/15 risk scores: 

 9 of these risks remain at the same score as the previous year’s Q4 
period

 1 risk have increased in score
 2 risks have reduced in score
 Awaiting the results of 1 further risk

4.6.4 There are 10 corporate risks that have remained on the register over the last 
24 months.

4.6.5 Comparing the current Quarter 2 2015/16 risk scores to the previous 2 years 
Quarter 2 2013/14 risks scores:

 6 of these risks remain at the same risk score as the Q4 of 2 years
ago

 2 risks have increased in risk score
 1 risk have reduced in score
 Awaiting the results of 1 further risk

4.7 Summary of Risks & Opportunities (Appendix 4)

4.7.1 A summary of all corporate risks and opportunities for each Council priority 
has been listed in Appendix 4. 

4.7.2 All Corporate risks and opportunities were refreshed as part of the Service 
planning cycle at Quarter 4.

4.8 Risk Management Improvement Plan 2015-16 (Appendix 5)

4.8.1 Appendix 5 contains a summary of the revised risk management 
improvement activities that have been prioritised for delivery in 2015/16.

4.8.2 Support to deliver some of the improvement activities will be provided by 
Zurich Municipal as part of our Insurance funding agreement.

5.0 OPTIONS

3.1 Members agree that the content of the report and the appendices provides 
sufficient assurance that the current Risk Management arrangements are 
both robust and effective.

5.1 Members agree that the content of the report and the appendices does not 
provide sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

5.2 Members seek further clarification on specific risks or opportunities currently 
identified.

5.3 Members identify any additional new or emerging risks or opportunities. 
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6.0 CONCLUSION

6.1 All Corporate Risks have been reviewed and approved for Quarter 2 2015-
16. The current register contains 15 high or medium rated risks and work 
continues to either contain or manage those risks within the target rating for 
2015/16.

6.2 The Risk Management Improvement Plan has been revised based on a 
comprehensive assessment using the CIPFA Risk Management 
Benchmarking tool. The key areas targeted for further improvement will add 
the greatest value and meet the current risk management needs of the 
Council.   

6.3 Officers continue to monitor emerging risks previously considered by the 
Committee with a view to inclusion on the register as and when they become 
relevant.

6.4 Business Continuity arrangements continue to be developed to ensure a 
swift and effective response and recovery from any emerging threat.

Dawn Roberts, Assistant Director Corporate Governance, Chief Executives 
Directorate   

3rd December 2015

Appendices

Appendix 1 Corporate Risk Profile Q2 2015-16
Appendix 2 Corporate Risk Register Q2 2015-16
Appendix 3 Corporate Risk Trends Q2 2015-16
Appendix 4  Council priorities – Summary of corporate risks & opportunities Q2 

2015-16
Appendix 5 Risk Management Improvement Plan Q2 2015-16

Electoral Division(s): *
*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision * No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?
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No*Has an equality impact assessment been undertaken?

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Corporate Director has obtained the 
necessary approvals.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]
No previous relevant decisions.

CONSIDERATION BY OVERVIEW AND SCRUTINY
Not considered by Overview and Scrutiny.

BACKGROUND PAPERS
No background papers

RESPONSIBLE CABINET MEMBER
Cllr Stewart Young – Leader of the Council

REPORT AUTHOR
Contact: Dawn Roberts 01228 226511– dawn.roberts@cumbria.gov.uk
Democratic Services:  Jackie Currie – jackie.currie@cumbria.gov.uk 
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RISK
MOVEMENTS

→
Risk movement

since the last
Audit

Committee
review

For Example -
Opportunity

O/001 has been
rescored and
moved from a
high (red) to

medium
(amber) risk due
to a change in
circumstances

and re
assessment of

the possible
impact.

A summary of
all the risk
changes is
provided

ALL CORPORATE RISKS - QUARTER 2 Appendix 1: September 2015
                  RECENT RISK MOVEMENTS AND CURRENT RISK PROFILE

RISK
MOVEMENTS

Risk movement
since the last

Audit Committee
review

A summary of all
the risk changes

is provided.

Impact 1 2 3 4 5

Likelihood Insignificant Minor Moderate Major Most Severe       Existing Risk
New Risk

5 Very likely

4 Likely

3 Possible

2 Unlikely

1 Very
Unlikely

C21. Radicalisation

C3. Safeguarding 
Children

C20. Litigation

P1.Marketfailure- loss
ofcontinuityofcare

C18 Health & Social 
Care Integration

P3.Waste Contract

C6.Industrial & 
Employment 

Problems

P.12 Children 
Looked AfterC13.Information  

Governance

C7.Safeguarding 
Adults

New Risks

Closed Risks

Priority Reduction

Tolerance
(ongoing reduction)

Within Appetite  
(monitor)

C17. Reshaping 
the Council  

C1.MTFP Savings

P2.Connecting
Cumbria

C12.Improvement 
Notice

C19 School 
Standards 
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Appendix 2

1 

Corporate Risk Register – Quarter 2 Monitoring Report 
Risk 
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Action completed in last 
quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

HIGH RISKS
Sue 
Butcher/

P12: A higher number of 
children looked after than in 
comparator authorities
There is risk that for 2015-16, the 
Council is unable to deliver the 
reduction in numbers of looked 
after children as planned, caused 
by a shortage of appropriate and 
affordable placements, and the 
continued increase in numbers of 
children entering the looked after 
care system, resulting in the 
Council not achieving the level of 
cost reduction required and a 
significant overspend.

4 5 20 4 5 20 16 Financial and Reputational 
Impact:
RISK RATING UNCHANGED

The Children Looked After Strategy 
has now been considered by 
Cabinet and has been published.  

We are now claiming monies against 
central government funds to be used 
for placements with adopters for 
other agencies.

The development of an assertive 
outreach service to support children 
in crisis is ongoing.   

A Children’s improvement plan has 
been considered by the 
Improvement Board and Ofsted:

- The District Plans are now being 
aligned to the improvement plan 
- The plan is being monitored at the 
Children’s Improvement Board.  

An LGA practice diagnostic is 
scheduled to take place w/c 7th 
December 2015. The outcome 
of which will be received early in 
the New Year and the 
recommendation will inform the 
DfE review scheduled for March 
’16.
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quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

There are now weekly Children 
Looked After Meetings to scrutinise 
admissions, discharges and work, 
with individual cohorts of children 
being targeted for improvement. 

A Project Management approach is 
being employed to provide increased 
focus improved performance 
monitoring and better decision 
making.

The AD Children’s Services is now 
directly involved in making the 
decision about whether a child 
should be Looked After. 

The key to reducing numbers will be 
to improve practise and to enable 
this, a new Permanence Policy has 
been launched.  
 
In addition, more auditing has been 
employed to assurance compliance 
and to identify weaknesses within 
the system requiring further 
improvement.  
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quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

A Corporate Parenting Board is now 
in place and is increasing rigour 
around the work of Children Looked 
After. 
 
The number of Children Looked 
After at the end of September 2015 
was 655 compared to 673 at the end 
of September 2014. 
 

Alan 
Ratcliffe

C17: Reshaping the Council
There is a risk that the Council 
will not be sufficiently radical or 
innovative to deliver the scale of 
change required to meet the 
financial targets in the MTFP, 
caused by the Council’s general 
capacity and capability to deliver 
change to the future role of the 
Council and future levels of 
service provision, and specifically, 
insufficient capability to drive the 
use of technology to support 
business change, and not having 
an effective workforce plan in 
place. This could result in an 
inability to balance the budget, an 
inability to develop a suitable 

5 4 20 5 4 20 16 Financial & Reputational Impact:
RISK  RATING UNCHANGED

The financial challenge faced by the 
Council means this risk is long-term 
and will consequently retain a high 
rating. This is particularly true 
following the General Election where 
government policy is likely to 
increase the financial challenges 
faced by local government.

This risk is being actively managed 
but it will remain high for this 
financial year.
 
But Activity in the quarter includes:

Actions being taken in the next 
quarter include;

-delivery of listed service 
reviews 

-implementation of the 
applications for voluntary 
redundancies targeted at 
management and business 
support posts

The Service Review proposals 
will challenge current models of 
service delivery, staffing levels 
and use of technology for 
2016/17.
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quarter to mitigate risk
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the next quarter to ensure 

we meet target score 

workforce of the future, and 
potential reputational damage.

Service Reviews
Cabinet gave approval for a range of 
service reviews to start in the 
following areas: 

-People Management & Learning 
and skills
-Commissioning, procurement & 
Contract Management 
-Contract and Technical and Asset 
Management 
-Cumbria Fire & Rescue Service 
(Day Crewing)
-Community Services
-Finance
-Performance & Risk

Digital Strategy
The Digital Strategy has been 
considered by Cabinet and Scrutiny. 

A Scrutiny task and finish group was 
established called ‘Digital Innovation’ 
and having reviewed the approach 
taken by other Authorities their 
findings were reported to Cabinet in 
September. All recommendations 
were accepted and have been 
integrated into the Digital Strategy 

A detailed plan will be 
developed to transition identified 
functions into the Service Centre

4
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action plan.  

Service Centre
Further progress has been made 
towards establishing a Service 
Centre during the quarter.

Julie 
Crellin

C1: Non delivery of Medium 
Term Financial Plan savings

There is a risk that the Medium 
Term Financial Plan savings 
required for 2015/16 - 2017/18 
are not delivered caused by 
uncertainty as to the scale of 
savings, insufficiently robust 
savings plans being drawn up and 
slippage in delivery of in year 
savings proposals in 2015/16 in 
particular, resulting in significant 
budget overspends, 
unsustainable drawing on 
reserves, and severe emergency 
savings measures needing to be 
taken.

4 4 16 4 4 16 10 Financial Impact:
RISK  RATING UNCHANGED

Report on Q1 monitoring position 
received by Cabinet on 23rd 
September. The report indicated a 
net overspend projection at the year 
end on the revenue budget of 
£1.045m; set in the context of £40m 
of savings agreed in setting 2015/16 
budget. Strategic Planning 
workshops with Cabinet Members 
held in July – September.  Report 
received by Council on 9th 
September setting out Strategic 
Planning framework for 2016 – 2019. 
Cabinet launched Council Plan and 
Budget Consultation at 22nd October 
meeting. 

Budget monitoring activities 
to continue. Report on Q2 
monitoring position to be 
received by Cabinet on 17th 
December. Analysis of 
Comprehensive Spending 
Review (25th November) to 
be undertaken – in readiness 
for grant settlement 
announcements due to be 
received around 17th – 19th 
December. Budget gap for 
2016-19 to be revised 
accordingly. Preparations for 
development of MTFP (2016-
2019) and Capital 
Programme 2016-2021 
underway.
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Sally 
Burton

P1: Market failure – loss of 
continuity of care

There is a risk to continuity of 
care and disruption to stability of 
the care market caused by 
provider failure and withdrawal 
resulting in an inability to deliver 
statutory care services, risks to 
the care & wellbeing of 
customers, high levels of 
complaint and potential damage 
to the Council’s reputation.

4 4 16 4 4 16 8 Service Delivery & Reputational 
Impact
RISK RATING UNCHANGED

The tender for Home Care services 
is now complete. Successful 
providers have been notified, and 
the process of transition between 
providers has commenced. 

Issues with providers continue 
to be identified at an earlier 
stage and support provided to 
reduce the risk of failure in the 
market.

Continued use will be made of 
‘off framework’ providers to 
provide flexibility of provision 
and capacity, and there will be 
continued market engagement 
and dialogue with providers.

Through the Strategic Planning 
Process, a range of options are 
being considered relating to the 
care market. These options 
continue to be considered by 
members. 

John 
Macilwraith

C12: Failure to deliver 
Improvement Notice  

There is a risk that Children’s 
Services fail to deliver against the 
required actions specified in the 
DfE Directions Notice and 
reflected in the subsequent 
Improvement Plan, caused by the 

4 4 16 4 4 16 8 Reputational and Service Delivery 
impact
RISK RATING UNCHANGED

A decision was taken in July by the 
DfE that Children’s Services will be 
subject to a Directions Notice 
(subsequently received in October 
2015).

The Directions Notice was 
received in October 2015 and 
the Improvement Plan will be 
reviewed for any potential 
adjustments.     

In November 2015, a DfE 
advisor will carry out a 
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pace and scale of change 
required, resulting in the 
outcomes for children and young 
people remaining inadequate, the 
Department for Education 
exercising their statutory powers 
of intervention and the Local 
Authority being required to enter 
into an appropriate arrangement 
with an external body to carry out 
its statutory duties.

  
The Children’s Improvement Board 
(ChIB) are now using a new suite of 
performance indicators that have 
been developed in line with identified 
areas of improvement. These are in 
addition to the current performance 
indicators. 

Ofsted produce a quarterly report on 
monthly diagnostic work, which is 
also submitted to ChIB. Ofsted have 
produced the first of these quarterly 
reports covering the period July, 
August & September and have 
focussed on the quality of practice. 
Subsequent reports for Quarter, 2, 3 
& 4 will be published.

There is ongoing advice and 
coordinated support from DfE, 
OfSTED, the LGA and the North 
West Region to respond to the 
inspection report recommendations. 

diagnostic of the Step up/ Step 
down arrangements.
As part of the requirements set 
out in the Directions Notice, the 
DfE and the ChIB Chair will 
undertake monitoring visits 
every 6 months. The next DfE 
review will take place in March 
2016. 

There will also be an LGA 
Practice Diagnostic of Children 
Looked After in December 2015 
and this will inform the DfE 
review.

Sue 
Butcher/ 

C3: Serious failure in 
Children’s Services 
safeguarding procedures.

5 3 15 5 3 15 15 H&S (death or Injury to a child) & 
Reputational Impact: 
RISK  RATING UNCHANGED

Policies and Procedures
New Practice Standards have 
been written and will be 
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There is a risk that there may be 
a serious failure in our 
safeguarding procedures caused 
by staff shortages, lack of 
resources, breakdown of partner 
relationships, policies and 
procedures not being clear or up 
to date, training and supervision 
being ineffective or protocols not 
being adhered to or understood, 
resulting in the death of a child, 
investigations carried out by 
various authorities, e.g. criminal & 
Serious Case Review, impact on 
morale of Cumbria & partners’ 
staff, a possible intervention, 
liabilities & financial cost 
(potential overspends) and impact 
on our reputation.

To further improve Children’s 
Services the following actions have 
been taken over the last quarter: 
Capacity & Capability
A number of organisational changes 
have taken place over the last 
quarter:

 The service is coming to the end 
of a restructure

 Permanent Senior Managers and 
Service Managers are now in 
post and delivering a consistent 
approach across all districts

 The restructure will provide 
enhanced management 
oversight 

 The first cohort of new qualified 
recruits has joined the Social 
Workers academy. This will 
increase the quality of new 
recruits and reduce the need for 
external staff in the future

 The Independent Reviewing 
Officers (IRO) service capacity 
has also been increased. 

 The HUB now has a Service 
Manager and full time 

published in Quarter 3

Capacity & Capability

The recruitment of further staff is 
ongoing; with two senior 
manager posts out to advert and 
the recruitment of other 
permanent staff being 
processed through a specialist 
recruitment agency.   

Further training will be provided 
when all new teams are in place

Improvement Plan
The chair of the Children’s 
Improvement Board (CHiB) will 
be undertaking a review of the 
Step Up/Step Down 
arrangements in November.
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experienced interim IRO Heads 
of Service have also been 
recruited. 

 Training on reflective supervision 
is being delivered

Improvement Plan
Progress against the improvement 
plan is being reported monthly to the 
ChIB.
 
Ofsted are conducting monthly 
service improvement audits and 
reporting their feedback to Senior 
Officers as well as ChIB.

Partnerships
There is a level of maturity around 
Partner relationships and 
engagement is good. 

The number of children on a Child 
Protection Plan (the most vulnerable 
children in the county) at the end of 
September 2015 has reduced to 378 
compared to 502 at the end of 
September 2014.

Angela P3: Poor performance of the 
Waste Management contract

5 3 15 5 3 15 10 Financial & reputational impact 
RISK RATING UNCHANGED A Senior Officer Project Board, 
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Jones
There is a risk that the Authority’s 
strategic waste management 
contract does not deliver the 
services to the level required 
caused by poor contract 
resourcing and non- delivery to 
contract specification resulting in 
reduced levels of service to the 
public and the Authority, non-
compliance with statutory 
obligations and reputational 
damage to the Authority.
 

The risk rating remains unchanged 
in the last quarter as the service 
continues to focus on monitoring and 
management in strict accordance 
with the contract conditions and will 
continue to take appropriate actions 
to ensure high levels of contract 
compliance and ongoing service 
delivery. 

A Project Board has been 
established to escalate and manage 
risks and issues as they arise.  

External financial and technical 
advisors are providing specialist 
advice to manage the more complex 
contract issues and mitigate the 
risks.

chaired by the Chief Executive, 
has been formed to ensure 
strong governance over the 
contract and its delivery, which 
includes representation from 
legal services, and maintains 
oversight of the contract 
performance management 
activities.  New legal advisors 
(Walker Morris) were appointed 
in August 2015, and in October 
2015, Walker Morris delivered a 
number of detailed letters 
raising specific performance 
issues to Shanks.  Substantive 
responses are awaited.

The authority will continue to 
review and act on any potential 
contract performance issues 
and apply financial deductions 
where appropriate.

Dawn 
Roberts

C13: Inadequate Information 
Governance 
There is a risk that the Council 
breaches the Data Protection Act 
due to a loss of information, 
caused by ineffective data 
security, insecure data 

3 5 15 3 5 15 12 Reputational & Financial Impact 
RISK RATING UNCHANGED

A single corporate action plan is now 
in place which incorporates a range 
of specific actions to strengthen 
roles and responsibilities, policies 

Although there are still some 
significant pieces of work to 
complete (ie Identification and 
Risk Assessment of Information 
Assets) the overall prospects for 
further improvement in the 
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connectivity, insecure sharing 
arrangements with partners and 
external organisations, and a lack 
of awareness and training, 
resulting in financial and 
reputational damage.

and procedures, systems and 
processes and IG controls generally. 
This has enabled Senior 
Management oversight of IG across 
the Council.

Taken together, good progress has 
been made in the 6 months to 
September to tackle the range of IG 
governance issues that are in the 
action plan. These are listed below. 

Roles and Responsibilities
 A single corporate action plan 

has been developed and is 
overseen by a Corporate 
Governance Group (CGG), 
chaired by AD Corporate 
Governance (SIRO), with 
membership including AD 
Finance (S151 Officer), and AD 
representatives from all 
Directorates. 

 all relevant roles and 

second half of the year are good 
and it is anticipated that by 
March 16, the majority of actions 
will have been completed, with 
associated strengthening of 
Council arrangements. 
Consequently, it is anticipated 
that the majority of actions will 
become business as usual.

On-going monthly oversight of 
the plan by CGG, will ensure 
that the agreed actions are 
implemented within the 
expected timescales.

Roles and Responsibilities 
 Establish Information Asset 

Owners (IAO’s) for all critical 
systems and assets and 
commence training them to 
understand their role.      

Policies, Procedures & 
Systems
 Commence a review of all IG 

related policies, procedures 
and guidance documents, 
with a view to producing a 
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responsibilities have been 
reviewed and refreshed and 
communicated through 
relevant management teams.

Secure connectivity with strategic 
partners
 A self-assessment of both the 

existence and effectiveness of 
Council policies, procedures and 
processes has been submitted to 
the NHS to provide evidence of 
compliance with the Information 
Governance (IG) toolkit. If 
successful, this will open a 
connection with NHS enabling 
secure transfer of data.

simplified suite of documents 
that are readily accessible 
on line.

 To complete a 
comprehensive cyber risk 
assessment ensuring a full 
profile of all risks and threats  
have been evaluated

Secure connectivity with 
strategic partners
 To implement further actions  

that are dependent on the 
outcome of the assessment 
of the Council arrangements 
by the NHS (NB 
confirmation has been 
received from NHS in 
November 2015 that the 
Council is now ‘level 2’ 
compliant with the NHS IG 
toolkit).

This will enable shared and 
secure use of patient identifier 
information and secure transfer 
of data.
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Data Sharing Agreements
 To eliminate duplication of 

agreements, gaps in 
agreements, any expired 
agreements and the creation of 
standard terms and conditions in 
all agreements, the Council has 
now gained access to the 
Information Sharing Gateway 
provided by NWSIS (North West 
Shared Infrastructure Service).  
This is recognised nationally as a 
place to share good practice and 
to develop strong and fit for 
purpose data sharing 
agreements.

Consistent arrangements to 
address breaches of the Data 
Protection Act 
 A fundamental review of our 

arrangements has been 
completed 

 As a result, a refreshed Incident 
Reporting framework has been 
developed to ensure a consistent 
approach is taken to Identify, 
contain, investigate and report all 
incidents of data loss

Data Sharing Agreements
 Further work required to 

refresh and rationalise data 
sharing agreements in 
Children’s Services.

Consistent arrangements to 
address breaches of the Data 
Protection Act 

 The refreshed arrangements 
will be communicated to 
managers and teams as part 
of a programme of general 
‘governance’ awareness and 
training in the last quarter of 
15/16.
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 Notice of the refresh has been 
communicated to the ICO as 
evidence of improvement across 
the Council

Strengthen arrangements for 
handling Subject Access 
Requests:
 The responsibility for handling 

SARs has now been fully 
centralised within the Corporate 
Information Governance Team 

 A full migration of legacy data 
from Children’s Services is now 
complete.  

 There has been clarification and 
support provided for Service 
Centre employees around 
identifying and handling SARs.

Outstanding recommendations 
from ICO voluntary audit
 A full review of the ICO voluntary 

audit recommendations has 
been carried out and any 
outstanding recommendations 
have been identified for 

Strengthening arrangements 
for handling Subject Access 
Requests: 
 Further work is planned with 

Audit and Practice Officer in 
Children’s Services to 
ensure effective handling of 
SARs received from 
Children are handled 
consistently and in line with 
the DPA and Corporate 
processes.

 There is still  a need to 
evaluate the process used 
by Health and Care

Outstanding 
recommendations from ICO 
voluntary audit
 Managers are to ensure that 

all staff have completed the 
mandatory on-line IT 
security training course. The 
message will be reinforced 
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implementation over the coming 
months.

 The numbers of employees who 
have successfully completed IT 
Security refresher training is 
giving cause for concern and 
improving the compliance rate is 
a key priority for the remainder of 
this year.

General  
 The ongoing implementation of 

Windows 7, the move to laptop 
use, agile working and the better 
places for work project are 
collectively improving data 
security and reducing the risk of 
data breaches.  

by AD’s & SM’s. 
 The current register of 

Critical Information Assets 
(sensitive, personal and 
business critical) will be 
refreshed, each asset will be 
allocated an Information 
Asset Owners, all critical 
assets will be risk assessed. 

Sally 
Burton 

C18: Health & Social Care 
Integration
There is a risk that plans to work 
with our partners in the health and 
independent sector to bring 
services, particularly for adults 
with combined health and social 
care needs, together are 
unsuccessful caused by potential 

5 3 15 5 3 15 8 Financial & Performance impact:
RISK RATING UNCHANGED 

There are three programmes of work 
underway to mitigate this risk, the 
Better Care Fund, the Better Care 
Together Programme and the 
Success Regime. 

Plans to progress the integration 
agenda continue to be 
developed with partner 
organisations

The County Council is working 
to ensure the social work 
function is fit for future 
community integration. 
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challenges faced by Hospital 
Trusts in Cumbria, inabilities 
internally and externally to deliver 
managed transformations, and a 
lack of appropriate skill within the 
system-wide workforce, resulting 
in efficiencies not being delivered, 
aligned services not being 
effective and a decline in 
performance.

A permanent Assistant Director for 
Commissioning and Integration has 
been appointed to support delivery 
of the Health & Social Care 
integration and commissioning 
arrangements. She will take up her 
post in January 2016.

An Interim Assistant Director for 
Safeguarding and Assessment 
Services has also been appointed 
and will lead on Systems Resilience. 
Focus is two fold 
(1) to improve patient flow and 
reduce bed occupancy where 
support at home will improve 
outcomes for individuals and
(2) Redesign of current 
arrangements to create a more 
sustainable system inc MDT 
arrangements at both entry into 
hospital and developing a discharge 
to assess model. 

Better Care Fund
Clinical Commissioning Group 
(CCG) and County Council 
colleagues have met regularly to  
progress the implementation 

The transforming care forum will 
working in the coming months 
to:

 To improve outcomes for 
people with learning 
disabilities and/or autism in 
Cumbria.

 To make the most of what 
communities offer to help 
people with learning 
disabilities to lead fulfilling 
and productive lives.

 To work together to ensure 
that people admitted to (or at 
risk of being admitted to) 
inpatient accommodation are 
given the opportunity to 
progress and return to their 
communities.

 To integrate commissioning, 
and move towards 
integrated health and social 
care services for learning 
disabilities and autism.

 Working with Systems 
Resilience Groups North and 
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infrastructure and to ensure that 
project teams are working jointly and 
effectively in localities to deliver 
agreed Better Care Fund schemes.

Better Care Together Programme
The Better Care Together 
Programme in the South and 
Together for a Healthy Future 
Programme in the North have been 
established.

A senior-level joint Transforming 
Care Forum for Learning Disabilities 
has been established for Cumbria, 
NHS, Council and stakeholder 
organisations are represented.

South (SRGs) to embed 
improved patient flow. 

 System focus on Right 
people, right places, right 
time. 

MEDIUM RISKS
Alan 
Ratcliffe

C6: Industrial and employee 
relations
There is a risk of employee 
disengagement, trade disputes, 
and individual challenge; caused 
by the scale of the councils 
change agenda and the inability 
to manage change and effectively 
engage with employees and trade 
unions, resulting in significant 
adverse impact on morale, 

4 3 12 4 3 12 12 Service Delivery & Reputational 
impact
RISK RATING UNCHANGED

During this quarter relations have 
been constructive with regular HR1 
and Industrial Relations meetings 
taking place with green book trade 
unions.   

The trade unions have been actively 

HR1 and JNCG meetings will 
continue to be held during the 
next quarter. 

The risk has the potential to 
increase in line with the scale of 
change and will be mitigated by 
regular dialogue.
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service delivery and productivity. engaged in the reshaping and VR 
process, and have supported the AD 
led staff briefing and employee 
support sessions during this quarter.
Corporate and Directorate Joint 
Negotiating Consultancy Group 
(JNCG) have been re-stablished.  

Consultation also took place during 
this quarter on the implementation of 
a new competency framework.

Julie 
Crellin

C20. Litigation Risk 

There is a risk that the contractual 
dispute brought by a major 
contractor against the council 
cannot be settled, either before 
trial or satisfactorily at trial, 
resulting  in financial cost and 
reputational damage for the 
Council.

4 3 12 4 3 12 4 Financial & Reputational Impact:

Structured and managed approach 
to preparing for trial as explained to 
the Committee previously, 
continued.
Senior QC appointed during Q2 to 
direct Council’s preparations as 
defendant. Briefing for Lead 
Members undertaken in July.  
Private briefings to Auditor 
undertaken in September.

Team resources in place. Court 
timetable being followed. Lead 
Members continue to be briefed, 
including Audit and Assurance 
Chair and Vice Chair. 

Settlement discussions to be 
held in week of 9th November, 
with mediator present. Some 
issues were resolved, reducing 
the length of trial due to the 
reduction of the issues still in 
dispute and the number of 
witnesses and experts needed. 
No overall settlement reached – 
preparations for trial continue.
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Sally 
Burton

C7: Serious failure in 
protecting adults with care and 
support needs from the 
experience or risk of abuse or 
neglect.

There is a risk that there may be 
a serious failure in protecting 
adults at risk of abuse or neglect 
caused by:

 staff shortages,
  policies and procedures 

not being clear or up to 
date,

  training and supervision 
being ineffective or 
inadequate

 protocols not being 
adhered to or understood, 
resulting in the serious 
injury or  death of an 
adult, or

  a serious systems failure, 
resulting in multiple and 
systematic abuse or 
neglect in one or more 
provider organisations. 

5 2 10 5 2 10 10 H&S (death or injury to an adult) & 
Reputational Impact: 
RISK RATING UNCHANGED

Health & Care Services has a 
statutory duty to safeguard adults at 
risk from abuse and neglect. 

We will never be able to fully 
mitigate the risk, however the 
directorate is confident that the risk 
has been managed to a tolerable 
level and is being maintained 
consistently at its target score of 10. 

Safeguarding activity is embedded in 
the practices and procedures of 
social work staff and will continue to 
be managed both locally and 
strategically. 

Safeguarding Officers have now 
taken on the role of Locality 
Safeguarding Managers (SAM) with 
effect from 01st July providing advice 
to practitioners responding to 
safeguarding concerns. 

There are a number of other 
initiatives aimed at addressing 
the risk of abuse/neglect/poor 
care in care home settings 
including:

 Improvements to be put in 
place in Mental Health 
Services.

 Diagnostic by new Interim 
AD Safeguarding and 
Assessment to strengthen 
both local practice at the 
front end and support across 
the system at a strategic 
level. 
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Such a failure could lead to 
Safeguarding Adults Review 
investigations carried out by the 
Safeguarding Adults Board with 
possible resultant impact on the 
reputation of the authority.

John 
Barrett

C19: Standards in secondary 
schools 
There is a risk that Ofsted will 
judge an unacceptable number of 
schools as inadequate caused by 
failure of these schools to meet 
the increased level of 
expectations in the revised 
inspection process and 
framework.  This could result in 
government intervention and 
reputational damage with regard 
to the Council’s responsibility for 
improving school performance.

4 2 8 4 2 8 8  Performance & Reputational 
impact:
RISK RATING UNCHANGED

This risk rating has remained the 
same this quarter as there has 
been a reduction in secondary 
schools causing concern although 
the GCSE exam results were 
variable.

Although progress has been 
maintained, there remains a cause 
for concern with one primary school 
having moved into the Ofsted 
category of concern. 

GCSE results saw an improvement 
in some schools at risk, but the need 
for continued effective intervention 
by Cumbria Alliance of System 

For those schools currently in a 
category of concern there will be 
ongoing intervention by Cumbria 
Alliance of System Leaders.  

There is a need to see an 
increase in pace and intensity of 
intervention and response for 
those schools of concern. This 
is reflected in the Schools and 
Early Years Inspection Overview 
(2014-15) paper to be tabled at 
the Cabinet Briefing meeting in 
November. 

Where Ofsted make a special 
measure judgement it is usual 
for a transition to take around 18 
months.
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the next quarter to ensure 

we meet target score 

Leaders is required.
The overall provisional 2015 county 
percentage for students attaining 5 
or more GCSE grades at A* to C, 
including English and Maths remain 
broadly in line with national rates.  

The published results for KS2 
and GCSE will in due course 
inform further actions for 
Quarter 4.

Jim

Onions

C21: The radicalisation of 
young people 
There is a risk that young people 
in Cumbria will become 
radicalised or drawn into 
extremism, caused by a number 
of disruptive factors influencing 
their lives, resulting in potential 
negative impacts for young 
people and their communities.  

4 2 8 4 2 8 4 Performance and Reputational 
Impact:
RISK RATING UNCHANGED

This risk remains unchanged.

The current likelihood of this risk 
occurring in Cumbria is low and 
therefore the Council will take a 
proportionate response to mitigate it 
while continuing to meet it’s statutory 
duties. 

Within the last quarter the following 
activities have taken place:

 We met with Cumbria 
Constabulary in July to research 
available training for delivery to 
Staff and Elected Members. This 

The Delivery action plan to 
address the PREVENT strategy 
was approved by Cabinet in 
October. 

The delivery plan will be 
focussed around three stands of 
work, and the activities taking 
place over the next 3 months 
are:

1.Leadership
 Communicate the 

importance of the Prevent 
duty to staff as well as 
elected members

 Provide access to counter 
terrorism local profiles to 
assist decision making
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Action completed in last 
quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

work is ongoing.

 We have started to develop links 
with other statutory partnerships 
such as Local Safeguarding 
Children Boards, Safeguarding 
Adults Boards and Channel 
panels. 

2.Partnership working
 Coordinate Prevent activity 

across the County through 
the Safer Cumbria 
Partnership

 Continue to develop links 
with other boards in Cumbria 
that have an interest in 
Prevent

3.Capability 
 Establish and chair the first 

CHANNEL Panel
 Communicate to schools 

under the control of the 
Local Authority to make then 
aware of their 
responsibilities under the 
Prevent Strategy.
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Action completed in last 
quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

Mike 
Smith

P2: Non delivery of Connecting 
Cumbria – Phase 1

There is a risk that the Council 
fails to complete delivery of 
Superfast Broadband and provide 
93% superfast coverage to 
properties in Cumbria due to 
supplier non-delivery, issues 
around grant funding, change in 
national policy, and political or 
legal challenges. Depending on 
the reason and extend of the 
shortfall, this may result in 
ongoing economic disadvantage 
to the people and enterprises of 
Cumbria as other Counties are 
able to provide better 
infrastructure. It may also result in 
damage to the Council’s 
reputation.

3 2 6 3 2 6 9 Financial & Reputational Impact: 
RISK RATING UNCHANGED

The risk likelihood rating has 
remained the same due to the key 
deadlines for completion of build 
using European Regional 
Development Fund (ERDF) grant 
this quarter, deadline for claim of 
ERDF grant at end of next quarter 
and deadline for completion of 
contractual targets at the end of next 
quarter. 

During this quarter the Council has 
worked with the contractor and the 
funders to maximise use of ERDF 
grant ahead the deadline for build 
completion using this grant on 30th 
September 2015. The focus this 
quarter has been on completion of 
major spine and other high cost 
structures this quarter to maximise 
the use of ERDF.

The work to maximise use of ERDF 
has meant that at the end of this 

To work with the contractor to 
ensure that the contractual 
target of 115,782 premises is 
achieved by 31st December 
2015 and that the Council 
remains compliant with any 
conditions attached to grant 
funding schemes and in 
particular to meet the ERDF 
deadline for claims of 31st 
December 2015.
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Action completed in last 
quarter to mitigate risk

Further action planned in 
the next quarter to ensure 

we meet target score 

quarter the number of premises 
reached was slightly under the 
contractual target for the quarter, 
with 101,377 premises reached as at 
30th September 2015 against a 
target of 104,341, however there 
was a relief event in place to allow 
the contractor to focus on 
maximising the ERDF grant. The 
Contractor has assured the Council 
that it is committed to reaching the 
full contractual target of 115,782 
premises by end of next quarter. An 
approach has been agreed between 
the Contractor and the Council to 
support the completion of the 
contractual targets and ensure the 
final ERDF claims are submitted by 
the deadline on 31st December.  

High Risk Score = 15 - 25 Medium Risk Score = 6 – 12 Low Risk Score = 1 - 5
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Appendix 3:                              CORPORATE RISK TRENDS – All risks at Q2 2015/16

CORPORATE RISKS 2012/13 2013/14 2014/15 15/16
Risk Description Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

Total Risk Score 20 20 20 20 20 20 20 20 20P12: A higher number of children looked after 
than in comparator authorities

Impact Score Likelihood 
Score

4 5 4 5 4 5 4 5 4 4 4 5 4 5 4 5 4 5

20 20 20 20 20C17: Reshaping the Council

5 4 5 4 5 4 5 4 5 4

15 15 15 15 10 10 20 20 20 16 16C1: Non delivery of Medium Term Financial 
Plan savings

3 5 3 5 3 5 3 5 2 5 2 5 4 5 4 5 4 5 4 4 4 4

12 12 12 12 12 12 16 16 16 16 16 16P1: Market failure – loss of continuity of care

4 3 4 3 4 3 4 3 4 3 4 3 4 4 4 4 4 4 4 4 4 4 4 4

12 12 16 16 16 16 16 16 16 16 16 16C12: Failure to deliver Improvement Notice

4 3 4 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

15 15 15 15 15 15 15 15 15 15 15 15C3: Serious failure in Children’s Services 
safeguarding procedures

5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3

10 10 15 15 15 15 15 15 15 15 15 15P3: Poor performance of the Waste 
Management contract

5 2 5 2 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3 5 3

C13: Inadequate Information Governance 15 15 12 12 12 15 15 15 15 15 15 15

3 5 3 5 3 4 3 4 3 4 3 4 3 5 3 5 3 5 3 5 3 5 3 5
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Appendix 3:                              CORPORATE RISK TRENDS – All risks at Q2 2015/16

12 12 12 15 15 15C18: Health & Social Care Integration

4 3 4 3 4 3 5 3 5 3 5 3

8 8 8 12 12 12 12 12 12 12 12 12C6: Industrial & employee relations

4 2 4 2 4 2 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3

12C20: Litigation Risk

4 3

10 10 10 10 10 10 10 10 10 10 10 10C7: Serious failure in protecting adults with 
care and support needs from the experience of 
risk of abuse or neglect 5 2 5 2 5 2 5 2 5 2 5 2 5 2 5 2 5 2 5 2 5 2 5 2

12 12 12 12 8 8C19: Standards in secondary schools 
(excluding academies)

4 3 4 3 4 3 4 3 4 2 4 2

8 8C21: The radicalisation of young people

4 2 4 2

12 12 9 12 12 12 12 12 12 9 6 6P2: Non delivery of Connecting Cumbria – 
Phase 1

4 3 4 3 3 3 3 4 3 4 3 4 3 4 3 4 3 4 3 3 3 2 3 2
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

A higher number of children looked after than in 
comparator authorities
There is risk that for 2015-16 the Council is unable to deliver 
the reduction in numbers of looked after children as planned, 
caused by a shortage of appropriate and affordable 
placements, and the continued increase in numbers of 
children entering the looked after care system, resulting in the 
Council not achieving the level of cost reduction required and 
a significant overspend.

To deliver the Children Looked after Recovery Plan 
To safeguard children, and ensure that Cumbria is a great place to 
be a child and grow up, there is an opportunity to secure increased 
capacity and innovation following Cabinet agreement to seek a 
strategic partner/s to work with the Council.

The aim of the plan is to ensure that only those children requiring 
the care of the council are looked after and that when they do so 
they receive good quality services that meet their needs and leave 
care in a timely way.   

Governance has been refreshed and three work-streams identified 
to provide increased focus on each element; 

1. ensuring the right children become looked after (this 
includes increasing the range and capacity of “edge of 
care” services); 

2. ensuring that children leave care in a timely way (this 
includes ensuring children move to adoption promptly, 
move between placements where this is appropriate e.g. 
residential to fostering; fostering to leaving care) and

3. thirdly commissioning internal adoption, fostering, 
residential and leaving care services. 

As a result, there will also be a reduction in the costs associated 
with independent fostering and external residential placements. 

Further cost reductions could be generated by increased capacity 
of foster carers and adopters.

Failure to deliver Improvement Notice
There is a risk that Children’s Services fail to deliver against 
the required actions specified in the Ofsted Improvement 
Notice and reflected in the subsequent Improvement Plan, 

Priority 1.
To safeguard 
Children and 
ensure that 
Cumbria is a great 
place to be a child 
and grow up

To Improve the Quality of Social Care Practise
To safeguard children, and ensure that Cumbria is a great place to 
be a child and grow up, there is an opportunity to Improve the 
quality of practice within Children’s Social Care to ensure the 
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

caused by the pace and scale of change required, resulting in 
the outcomes for children and young people remaining 
inadequate, the Department for Education exercising their 
statutory powers of intervention and the Local Authority being 
required to enter into an appropriate arrangement with an 
external body to carry out its statutory duties.

needs of the child are met at all times. Supervision, training and 
development, use of performance data, audit and working in 
partnership are examples of methodology in place to achieve this.
This will result in consistent application of practice standards 
across the services to deliver a more effective and efficient 
service, and to demonstrate continuous improvement and learning 
through feedback and sharing of good practise.

Standards in secondary schools (excluding academies)
There is a risk that Ofsted will judge an unacceptable number 
of schools as inadequate caused by failure of these schools to 
meet the increased level of expectations in the revised 
inspection process and framework.  This could result in 
government intervention and reputational damage with regard 
to the Council’s responsibility for improving school 
performance.

To Improve Standards in the County’s Schools
To ensure that Cumbria is a great place to be a child and grow up, 
there is an opportunity to support schools to improve standards, 
leadership, governance, and to improve the safeguarding of 
children by supporting the development of the Cumbrian Alliance 
of System Leaders (CASL), and maximising capital investment 
opportunities for our schools, focusing on those in greatest need. 
Resulting in an increased number of good and outstanding 
secondary schools, improved school standards, improved 
prospects of achievement from a modern learning environment, 
including more early –years through to post-16 pupils at or above  
national average attainment levels, and improved safeguarding of 
pupils.   

Serious failure in Children’s Services safeguarding 
procedures.
There is a risk that there may be a serious failure in our 
safeguarding procedures caused by staff shortages, lack of 
resources, breakdown of partner relationships, policies and 
procedures not being clear or up to date, training and 
supervision being ineffective or protocols not being adhered to 
or understood, resulting in the death of a child,  investigations 
carried out by various authorities, e.g. criminal & Serious Case 
Review, impact on morale of Cumbria & partners’ staff, a 
possible intervention, liabilities & financial cost (potential 
overspends) and impact on our reputation.
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

The radicalisation of young people 
There is a risk that young people in Cumbria will become 
radicalised or drawn into extremism, caused by The County 
Council not meeting their statutory requirements within the 
Counter-Terrorism and Security Act 2015, resulting in 
disruption to services, poor community cohesion and 
reputational damage.  

Priority 2.
To enable 
communities to 
live safely and 
shape services 
locally

To engage and work with communities 
To enable communities to live safely and shape services locally, 
there is an opportunity to engage and work with communities, 
elected members, the third sector and other partners to modernise 
and reshape the delivery of community services, moving away 
from an area planning to an area working model. 
All area Managers are now in place and 2015/16 will see a move 
to implement a service hub model and transform the way services 
are delivered, resulting in an improved capacity and resilience 
within the community to develop and deliver alternative models for 
the re-provision of services while reducing the cost of service 
provision overall.
To integrate Health and Social Care services
To promote Health & Wellbeing, there is an opportunity to 
Integrate Health and Social Care services.
Resulting in more elderly people remaining independent for longer, 
reducing unnecessary hospital admissions and delivering better 
outcomes for patients and service users.
To put Public Health at the heart of community development
To promote Health & Wellbeing, there is an opportunity to put 
Public Health at the heart of community development and 
community resilience, through more effective area planning and 
asset based community planning, resulting in longer term 
improvement to the health and well-being of Cumbrian’s and a 
reduced demand for services.

There are no Corporate Risks relating to this priority Priority 3. 
To promote health 
and wellbeing and 
tackle poverty 

To be a Public Health focused organisation
To promote Health & Wellbeing, there is an opportunity for the 
Council to recognised as a Public Health focused organisation, 
through all parts of the organisation working together to tackle 
public health challenges in Cumbria, resulting in long term 
improvement to the health and well-being of Cumbrian’s and an 
improved reputation for the Council.
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

To influence the lifestyles of Cumbria’s population
To promote Health & Wellbeing, there is an opportunity for the 
Council to influence the lifestyles of Cumbria’s population, through 
all parts of the organisation impacting positively on the health and 
well-being of Older People, resulting in healthy ageing for 
Cumbrian’s.

Poor performance of the Waste Management contract
There is a risk that the Authority’s strategic waste 
management contract does not deliver the services to the 
level required caused by poor contract resourcing and non- 
delivery to contract specification resulting in reduced levels of 
service to the public and the Authority, non-compliance with 
statutory obligations and reputational damage to the Authority.

Priority 4.
To protect and 
enhance 
Cumbria’s world 
class environment

To build climate resilient communities
To protect and enhance Cumbria’s world class environment there 
is an opportunity to build climate resilient communities and lessen 
the impact of our activities on communities and the environment. 
In October 2014, Cabinet agreed for the county council to adopt 
the Local Government Association (LGA) Climate Local 
Commitment as a framework to identify energy opportunities and 
build climate resilient communities.    The framework has been 
purposely designed to help councils deliver their existing 
programmes rather than new reporting burdens. 
This would result in a reduced carbon footprint; more energy 
efficient properties, more efficient use of vehicles & increased use 
of ICT to reduce the need to travel, and help the authority to 
achieve a cost saving and meeting our Carbon Reduction 
Commitment.

There are no Corporate Risks relating to this priority Priority 5.
To provide a well 
maintained 
highways and 
transport network 
and maximise new 
investment

To improve connectivity and accessibility by working with 
communities
To provide well maintained highways and transport network and 
maximise new investment there is an opportunity to improve 
connectivity and accessibility by working with communities and the 
third sector and through national refranchising investment 
programmes to develop sustainable transport solutions, improve 
infrastructure and connectivity throughout Cumbria and the North 
West and continue to work with the rail industry to secure service 
and infrastructure improvements.
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

Non delivery of Connecting Cumbria – Phase 1
There is a risk that the Council fails to complete delivery of 
Superfast Broadband and provide 93% superfast 
coverage/100% broadband coverage to properties in Cumbria 
due to supplier non-delivery, issues around grant funding, 
change in national policy, and political or legal challenges. 
Depending on the reason and extend of the shortfall, this may 
result in ongoing economic disadvantage to the people and 
enterprises of Cumbria as other Counties are able to provide 
better infrastructure. It may also result in damage to the 
Council’s reputation.

Priority 6.
To promote 
sustainable 
economic growth 
and create jobs

To ensure that broadband is rolled out across the County in a 
timely manner
To promote sustainable economic growth, and create jobs there is 
an opportunity to ensure that broadband is rolled out across the 
County in a timely manner.
Resulting in the effective and timely delivery of this programme 
and improved reputation of the County Council, as well as provide 
broadband services to 100% of domestic and business properties 
of which 93% will be superfast broadband.

Serious failure in protecting adults with care and support 
needs from the experience or risk of abuse or neglect.
There is a risk that there may be a serious failure in protecting 
adults at risk of abuse or neglect caused by:

 staff shortages,
  policies and procedures not being clear or up to date,
  training and supervision being ineffective or 

inadequate
 protocols not being adhered to or understood, resulting 

in the serious injury or  death of an adult, or
  a serious systems failure, resulting in multiple and 

systematic abuse or neglect in one or more provider 
organisations. 

Such a failure could lead to Safeguarding Adults Review 
investigations carried out by the Safeguarding Adults Board 
with possible resultant impact on the reputation of the 
authority.

Priority 7.
To support older 
and vulnerable 
people to live 
independent and 
healthy lives

To make safeguarding a person centred experience  
Making safeguarding a person centred experience and outcome 
focused will enable individuals to engage with the safeguarding 
process in a way that enhances involvement, choice and control 
as well as improving quality of life, wellbeing and safety.
 
The introduction of the competence based Safeguarding Passport 
will contribute towards a well trained staff group delivering 
professional personalised health and care services in the most 
effective and efficient manner possible.

The introduction of the SAM (safeguarding adults manager) role 
into locality teams will help improve and strengthen safeguarding 
practice by ensuring that safeguarding interventions are based on 
demonstrable best practice.

The introduction of Early Warning Indicator Guidance to staff 
groups is aimed engendering an understanding of early indicators 
of concern in provider services in order to help identify and 
address concerns at an early stage, thereby preventing serious 
failures occurring.
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Appendix 4 Council Plan Priorities – Q2 Risks & Opportunities 

Corporate risks Council Plan 
Priority

Corporate opportunities

Market failure – loss of continuity of care
There is a risk to continuity of care and disruption to stability of 
the care market caused by provider failure and withdrawal 
resulting in an inability to deliver statutory care services, risks 
to the care & wellbeing of customers, high levels of complaint 
and potential damage to the Council’s reputation.

To prevent people from losing their independence,
To support older and vulnerable people to live independent and 
healthy lives, there is an opportunity to prevent people from losing 
their independence, ensure people have a choice and control over 
the service provided, protect them from harm and work with 
partners to combine health and social care needs.
Resulting in well trained staff delivering professional personalised 
health and care services in the most effective and efficient manner 
possible – proving good quality care, to a consistent standard.

Health & Social Care Integration 
There is a risk that plans to work with our partners in the 
health and independent sector to bring services, particularly 
for adults with combined health and social care needs, 
together are unsuccessful caused by potential challenges 
faced by Hospital Trusts in Cumbria, inabilities internally and 
externally to deliver managed transformations, and a lack of 
appropriate skill within the system-wide workforce, resulting in 
efficiencies not being delivered, aligned services not being 
effective and a decline in performance.
Litigation Risk 
There is a risk that the contractual dispute brought by a major 
contractor against the council cannot be settled, either before 
trial or satisfactorily at trial, resulting  in financial cost and 
reputational damage for the Council.

To make our internal support services more efficient.
To be a modern and efficient Council, there is an opportunity to 
make our internal support services more efficient.
Resulting in service delivery optimisation, efficiency savings, 
improved data and information governance, business continuity 
and increased user satisfaction.

Inadequate Information Governance 
There is a risk that the Council breaches the Data Protection 
Act due to a loss of information, caused by ineffective data 
security, insecure data connectivity, insecure sharing 
arrangements with partners and external organisations, and a 
lack of awareness and training, resulting in financial and 
reputational damage.

Priority 8.
To be a modern 
and efficient 
council

To build a new technical platform
To be a modern and efficient Council and to support Reshaping 
the Council, there is an opportunity to build a new technical 
platform that will drive a wide range of business changes and 
improvements and improve our capability to support wider 
organisation change.
Resulting in increased staff mobility by switching to ‘smart’ 
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Corporate risks Council Plan 
Priority

Corporate opportunities

technologies, enhanced information sharing by using a common 
information repository and enhanced communication through the 
use of person to person video and collaboration tools.

Industrial and employee relations
There is a risk of employee disengagement, trade disputes, 
and individual challenge; caused by the scale of the councils 
change agenda and the inability to manage change and 
effectively engage with employees and trade unions, resulting 
in significant adverse impact on morale, service delivery and 
productivity.

To commission and procure services more efficiently
To be a modern and efficient Council, there is an opportunity to 
commission and procure services in a more efficient way, resulting 
in increased effectiveness, delivery of efficiency savings, improved 
consistency & compliance with strategy and reduced contract 
expenditure.

Non delivery of Medium Term Financial Plan savings
There is a risk that the Medium Term Financial Plan savings 
required for 2015/16 - 2017/18 are not delivered caused by 
uncertainty as to the scale of savings, insufficiently robust 
savings plans being drawn up and slippage in delivery of in 
year savings proposals in 2015/16 in particular, resulting in 
significant budget overspends, unsustainable drawing on 
reserves, and severe emergency savings measures needing 
to be taken.
Reshaping the Council
There is a risk that the Council will not be sufficiently radical or 
innovative to deliver the scale of change required to meet the 
financial targets in the MTFP, caused by the Council’s general 
capacity and capability to deliver change to the future role of 
the Council and future levels of service provision, and 
specifically, insufficient capability to drive the use of 
technology to support business change, and not having an 
effective workforce plan in place. This could result in an 
inability to balance the budget, an inability to develop a 
suitable workforce of the future, and potential reputational 
damage.
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Appendix 5:               Q2 Risk Management Improvement Plan 

Risk 
Management 

area 

Recommendations for further improvement Ownership & Timescales

-Provide training to managers in change management 
strategies and methodologies

-Develop a methodology and promote the use of 
lessons learned for all risk events and major issues 

Duncan McQueen

These recommendations are to be included within the 
Managers Training Sessions due to be delivered 
internally by Duncan and Niki. 

Scheduled for delivery by end March ’16. 

1.0 Leadership & 
Management

-Review current programme, project and change 
management methodology in relation to risk & 
opportunity assessments & decision making

Helen Kirk to engage Zurich Municipal to carry out a 
comprehensive Health Check to:

 Review the consistency and current 
effectiveness of Risk Management within our 
Programme & Project Management approach 

 Assess current staff capability in relation to 
Programme and Project Management 

 Provide recommendations for improvement

Scheduled for delivery by end March ’16.
2.0 Policy & 

Strategy 
Within the Policy there is a need to define how conflicts 
of interest would be dealt with.

 

Helen Kirk to draft a relevant section within the Policy 
that deals with conflicts of interest.

Scheduled for delivery by end March ’16.
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Appendix 5:               Q2 Risk Management Improvement Plan 

Risk 
Management 

area 

Recommendations for further improvement Ownership & Timescales

Managers

-Promote innovation and train managers to encourage 
staff to challenge current practises and put forward 
ideas for improvement  

-Evidence that all Senior Managers have been provided 
with Risk Management training

Duncan McQueen

These recommendations are to be included within the 
Managers Training Sessions due to be delivered 
internally by Duncan and Niki.

Scheduled for delivery by end March ’16.

Elected Members

-Evidence that elected members and members of the 
A&AC have been provided with Risk Management 
training

Helen Kirk to engage Zurich Municipal to deliver Risk 
Management training to groups of elected members.  

HK to liaise with Wendy Bell to organise dates for 
training during this financial year.

Scheduled for delivery by end March ’16. 
Responsibility
-Include risk management within JD/Roles

Helen Kirk to discuss the possibility of including a 
generic risk management statement within all Job 
Descriptions with Luci Robb.

Schedule to meet before end December ‘15

3.0 People  

-Culture
-Responsibility
-Skills
-Communication

Communication
-Develop a communications strategy to promote higher 
levels of risk awareness. 

Helen Kirk to discuss ideas with Sara Turnbull 

Schedule to meet before end December ’15.
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Risk 
Management 

area 

Recommendations for further improvement Ownership & Timescales

Counter Fraud Training & Risk Assessment

There is a need to improve our Counter Fraud internal 
controls.
A number of priority/vulnerable areas have been 
targeted for evaluation: 

- Procurement /accounts payable
- ICT 
- HR related issues
- Cyber fraud

Helen Kirk to engage Zurich Municipal to deliver 
combined Counter Fraud training and risk assessment 
activities within designated vulnerable areas. 

The Procurement function has been targeted for the 
first training session and risk assessment. We are 
currently in the process of scheduling this training. 

Schedule to delivery before end December ‘15

Partnerships
There is a need to establish the current Risk 
Management status of all major partnerships.

Helen Kirk to work with Tim Gale to establish the 
current status of Risk Management practices and 
performance within all major partnerships.

Schedule to delivery before end December ‘15

4.0 Partnerships & 
Shared 
Services

Finance
There is a need to promote the full assessment of risk 
costs and monitor the cost effectiveness of mitigating 
actions for strategic, programme and project risks.  

Duncan McQueen

This recommendation is to be included within the 
Managers Training Sessions due to be delivered 
internally by Duncan and Niki.

Scheduled for delivery by end March ‘16 
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Risk 
Management 

area 

Recommendations for further improvement Ownership & Timescales

5.0 Processes Information Governance Risk

To support compliance with the IG toolkit and improve 
Cyber Risk controls, the following activities are 
proposed:

RISK ASSESSMENTS
1. Cyber Risk assessment

-We plan to engage our insurer, ZM, to provide 
support to evaluate all types of cyber risk and to 
recommend improvements to strength internal 
controls

2. Information Asset risk assessment
-This risk assessment will be carried out 
internally using members from IDMAG and 
information asset owners 

INFORMATION GOVERNANCE HEALTH CHECK
3. To provide enabling guidance and support for   

compliance with the IG toolkit Zurich Municipal 
can conduct a IG Health Check to outline gaps, 
weaknesses and further support if required.  

Helen Kirk to engage Zurich Municipal to deliver:

CYBER RISK ASSESSMENT
- Target completion of Cyber risk assessment by  

November 2015

IG HEALTH CHECK /IG TOOLKIT COMPLIANCE
- ZM to complete a full IG Health Check and 

advise on further work required.
 

Scheduled for delivery by end December ’15.
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Appendix 5:               Q2 Risk Management Improvement Plan 

Risk 
Management 

area 

Recommendations for further improvement Ownership & Timescales

6.0 Risk Handling 
& Assurance 

Programmes and Projects

There is a need to ensure that all strategic risks are 
managed effectively, without incurring 
disproportionately risk management costs or 
experiencing excessive losses.

There is need to enforce a consistent approach to 
evaluating risk cost and budgeting for risk based 
mitigating actions.   

Duncan McQueen

This recommendation is to be included within the 
Managers Training Sessions due to be delivered 
internally by Duncan and Niki.

Scheduled for delivery by end March ‘16

7.0 Outcome & 
Delivery 

Risk Management & it’s contribution to:
- Better delivery outcomes
- Better financial outcomes
- Supporting the reputation of the council 
- Improved services to the public

There is a need to more directly correlate the use of 
Risk Management approach to the above items using 
current performance measures.

Helen Kirk to evaluate how best to correlate Risk 
Management contribution.

Scheduled for delivery before end March ’16.
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